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1. O0mue MoJ0KEeHHS

1.1. ITonoxxeHHUE O 3aIMUTE NEPCOHATBHBIX TaHHBIX MBY JIO CIHI «YT3» r. Yensbuncka (manee
— PaGoTtozmaTeis) pa3paboTaHO B COOTBETCTBHHU C denepaTbHEIM 3aKOHOM OT 27.07.2006 Ne 152-
®3 ¥ WHBIMH HOPMATHBHO-TIPABOBBIMH aKTaMH B OOJaCTH 3allHTHI MEPCOHABHBIX JAHHBIX,
JEHACTBYIONMMHE Ha TEPPUTOPHH POCCHH..

1.2. e HacTosimero ITomoxeHus — 3aIluTa IePCOHATBHBIX nanHbIX pabotrEkoB MBY 10 CIII
«UT3» r. UensiOMHCKa OT HECAHKIIMOHUPOBAHHOTO JOCTYTa H pasryIalICHIA, NpeOTBpAIICHAC H
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BBISBJICHHE HAPYIICHAH 3aKOHOAATEIbCTBA P®, ycrpaHeHHE MOCIICICTBHHA TaKAX HapyIICHUH.
1.3. B nensix Hactosimero IlogoxeHus:

e TIOJ MEPCOHAILHBIMU JAHHBIMU (nanee — I1]]) moHMMaeTCSA mobas wHGopMaIus, IpsIMO
JUTH KOCBEHHO OTHOCSIIAsCS K CyOBEKTY MepPCOHANBHBIX JaHHBIX,

e TIOJ yrpo3aMH 0€30MacHOCTH I1]] moHMMAaeTcs COBOKYITHOCTB YCIIOBUH H (axTopoB,
CO3/IAIOIIAX OTIACHOCTH HECAHKIIMOHUPOBAHHOTO, B TOM THCIIC CIly4aifHOro, JOCTYyTIa K
TepCOHATBHBIM JAHHBIM, DE3YJIbTaTOM KOTOPOTO MOTYT CTaTh YHHUYTOXEHHE,
H3MEHEHMe, OJOKHpOBaHHE, KOIMPOBAHME, TPEIOCTABICHHE, pacrpoCTpaHeHHE
IePCOHANBHBIX JaHHBIX, & TAKKE HHBIC HEIPaBOMEPHEIC JeiicTBHS IIpH uX 00paboTKe B
HHPOPMAIMOHHON CHCTEME NIEPCOHAIBHBIX TAHHBIX;

e TOJ YPOBHEM 3AlIUIICHHOCTA [IJl mOHMMAaeTCs KOMIUICKCHBIH II0Ka3aTellb,
XapaKkTepHu3yoIuil TpeGOBaHMS, UCTIOTHCHUE KOTOPBIX obecrieunBaeT HEUTPATHA3ALUIO
OTpeNIeNIeHHbIX yIrpo3 Ge30macHOCTH [ITnpu wx obpaboTke B HH(POPMATTHOHHOH
CHCTEME.

1.4. Hactosmmee [TooXeHHE U H3MEHEHHS K HEMY YTBCPKIAIOTCA mupextopoM MBY JIO CHI
«UT3» 1. UensOuUHCKA U BBOIATCS IpHKa3oM. Bee paGOTHHMKH JOIIKHBI OBITH O3HAKOMJICHEI MO/
IOJMACH C NAHHBM [[0JI0KEHHEM U H3MEHCHHUSIMH K HEMY.

1.5. Hactosmee ITonoxenue Berymnaet B cuy ¢ 01 .07.2023.

2. 3amuTa MepcoHaJbHBIX JaHHBIX

2.1. PaGoTonare b MPHHUMAET CIIEIYIOMIE MEPHI TI0 3aIUTC IT:

2.1.1. HasmaueHue MA@, OTBETCTBEHHOIO 32 obpaborky IIJI, KOTOpOE OCYIIECTBIACT
OpraHu3aI|io 06paboTKH I1]1, oOydeHHEe ¥ HHCTPYKTaX, BHYTPEHHMH KOHTPOJIb 32 COOTIOICHUEM
paboTHHKaMH TpeGOBaHUH K 3aIHTE L,

2.1.2. Pa3paboTKa MOJMTHKY B OTHOIICHAH o6pabotku I1J1.

2.1.3. YeraHoBieH#e mpaBun goctymna K 1], obecniedenne perucTpanii i ydera BCeX ICHCTBHI,
cosepmaeMsix ¢ I1]1.

2 1.4. VcTaHOBNEHAE MHIMBHIYalbHBEIX TMapoJiell J0CTyna COTPYTHUKOB B MH(OPMAIIMOHHYIO
CHCTEMY B COOTBETCTBHH C MX MPOM3BOJCTBCHHBIMU 00S3aHHOCTSAMH.



2.1.5. [IpuMeHeHre TPOMICAMEX B YCTAHOBIEHHOM MOPS/IKE MPOLERYPY OUCHKH COOTBETCTBHA
CPEJICTB 3aIUTH HHPOPMAIIHH.

2.1.6. CeprudHIMPOBAHHOE AaHTUBUPYCHOE MPOrPaMMHOC obecreyeHre C  PETYIISIPHO
06HOBJIsIEMBIMU Oa3aMH.

2.1.7. CobmopmeHue yCIoBUil, 00eCIEYHBAIOINX COXPaHHOCTD [T u WCKIOYAOUINX
HECAaHKIMOHHPOBAHHBIN K HUM JTOCTYTI.

2.1.8. OGHapyxeHHe HAKTOB HECAHKIMOHHPOBAHHOTO Koctyna K I1JT.

2.1.9. Boccranosnerue IIJI, MOAH(GUIMPOBAHHBIX WA YHHYTOXCHHBIX  BCJICACTBHC
HECAaHKIIHOHAPOBAHHOI'O OCTyIa K HAM.

2.1.10. O6yuenume pabOTHHKOB, HEMOCPEACTBEHHO OCYIICCTBIIAIOMHMX obpabotky 1L,
[IOJIOKEHUSIM 3aKoHomaTenbcTBa P® 0 mepCcoHaNbHBIX JAaHHBIX, B TOM YHCIIC TpeOOBaHUAM K
3aIUTe MEPCOHATBHBIX IAHHBIX, JOKYMEHTaM, ONPENCTISOMINM IOMHTHKY PaboromaTens B
otHomeHuH 06paboTku I1]1, TOKaIBHBIM aKTaM 110 BOTIPOCaM 00pabOTKH IEPCOHATBHBIX TAHHBIX.

2.1.11. OcyiecTBICHHE BHY TPEHHETO KOHTPOJIA U 8y TUTa.

2.1.12. Ompenenenue TUma yYrpo3 0e30MacHOCTH H ypoBre# 3amumenHocTH IIJI, KoTOpEIC
XpaHsTCS B HHPOPMAIIMOHHBIX CHCTEMaX.

2.2. Vrpo3bl 3aIUINEHHOCTH IEPCOHANBHBIX TaHHBIX.

2.2.1. Vrpo3sl mepBOro Tuma. B CHCTEMHOM HIPOrpaMMHOM obecriedenrn HHGOOPMALMOHHOH
CHCTEMBI €CTb (DYHKIMOHATBHBIE BO3MOXHOCTH TPOTPAMMHOTO 0OECTIEYCHHs, KOTOPBIC
He yKa3aHBl B OTMMCAHWM K HeMy IHM00 He OTBEYAIOT XapaKTEpPUCTHKAaM, KOTOPBIC 3ajdBHI
[[POM3BOUTENB. VI 9TO MOTEHIMATBPHO MOXET IPMBECTH K HENPaBOMEPHOMY HCIIOIB3OBAHHIO
NIEPCOHATBHBIX JaHHBIX.

2.2.2. Yrpossl Broporo Tuma. [loTeHIHaIbHBEIE mpoGJieMBl ¢ MPUKJIAIHBIM [POrPaMMHBIM
0BeCIIeYeHHEM —  BHEITHAMH IPOTpPaAMMaMHM, KOTOpHIE YCTAHOBJICHBI —HAa KOMIBIOTEPAX
pabOTHHKOB.

2.2.3. Vrpossl TpeTbero TWa. IIOTCHIMANBHOX ONACHOCTH HH OT CHCTEMHOIO, HH OT
IIPOrPaMMHOTO 00€CTICUEHHS HET.

2.3. YpoBHH 3aIIUIIEHHOCTH MIEPCOHATBHBIX TaHHbBIX.

2.3.1. TlepBsIit ypoBeHb 3amumeRHOCTH. Eciu paGoTozaTesb OTHEC HHPOPMALIMOHHYIO CHCTEMY
K [IepBOMy THIly YTPO3BI MM €CJIH THIl YIPO3bl BTOPOH, HO paborozarens o6pabarbiBacT
criermanpHbie kareropuu 1] Gomee 100 TIC. GU3HIECKHX JIMIT 6e3 yueTra pabOTHHKOB.

2.3.2. Bropoii ypoBeHb 3aIUIIeHHOCTH. ECIH THIT yrpO3bI BTOpO#t 1 paGoToaTes 00pabdaTHBACT
criemmaTbHble Kateropud I11]] paGOTHUKOB BHE 3aBUCHMOCTH OT MX KOJMYECTBA HITH CTICIHANIEHEIC
xateropuu [1]] menee dem 100 ThIC. HU3UICCKUX JIHIL, UITH nro6sle npyrue kareropuu I1]1 Gonee
Zem 100 ThIC. QU3UUCSCKUX JIMII, MM TPH TPETHEM THIC yIPO3EI paboromarens 00pabaTeiBacT
cTienMATEHBIE KATErOpHH NaHHBIX Goree geM 100 ThiC. GU3MUECKAX JTHLL.
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2.3.3. Tperuii ypoBeHb 3alIMIICHHOCTH. ECIM IIpH BTOPOM THIIC yTPO3BI paboronarenb
ob6pabatemaet obmme [1]] paboTHHKOB WK MeHee 9eM 100 Thic. Gu3HUEeCKUX JIHI, WK TIPA
TpeThEM THIIE YTPO3bl paboTomaTeNs 00pabaTsBacT CHEMHUATBHBIC KaTCIOPHH IT]T paGOTHUKOB
wm Meree geM 100 TeIC. (QU3WYECKHX JIMI[, WA TPUA TPEThEM THUIIC yTPO3BI paboTonareinb
obpabateBaer OnoMeTpudeckme I[IJ, WIH IIpE TPETHEM THIE YIPO3BI paboTonareb
o6pabatssaet o6ume I1]1 Gonee gem 100 ThIC. PU3MIECKHX JIAIL.

2.3.4. YeTBepThlii ypOBEHb 3aIMUINEHHOCTH. ECIM NPH TPETBEM THIC YIPO3BI paboTronaresb
oGpaGareiBaeT Tosbko obmue I1]] paGoTHuKoB B MeHee deM 100 ThIC. (U3UYECKUX JIHII.

2.4. TIpy 4eTBEPTOM yPOBHE 3AIIMIIEHHOCTH NIEPCOHATBHBIX JIaHHBIX PabOTONATENb:

0GecrieunBacT PEXHM  O€30MacHOCTH  IIOMEIICHWH, B KOTOPBIX — pa3sMeIlacTe
HHGOPMALMOHHYIO CHCTEMY

obecIeunBaeT COXPaHHOCTh HOCUTeE e HH(OpMAIHH;

yTBEpIKIAET TlepedeHb pabOTHHKOB, IOMymEHHbIX 10 17T

HCIIONB3YET CPENCTBA 3alUTH HH(POPMAIMH, KOTOPBIE IPONLIH OLEHKY COOTBETCTBHA
TpeGOBaHUSM 3aKOHA B 061acTH 0GecTieueHns Oe30IacHOCTH rHbOpMaLHH.

2.5. TIpu TpeTheM ypoBHE 3amMIIEHHOCTH 1] TOMONHHTENBEHO K MEpaM, MepeIrCICHHBIM
B IyHKTE 2.4 HAaCTOSIIETO [TonoxxeHusi,  paboTOmaTeNh  Ha3HA4aeT  OTBETCTBEHHOTO
3a obecrederne 6e3onacHocTH [1]] B ”HGOPMAIIMOHHON CHCTEME.

2.6. Tlpu BTOpOM ypoBHE 3amMIEHHOCTH I[IJI TOMOJHATENBHO K MepaM, ICpeIHC/ICHHBIM
B myHKTax 2.4, 2.5 Hacrosumero  [lonoxenus, paboTomaTeNh — OTPaHMYHBACT  JOCTYII
K 9IEKTPOHHOMY ypHAITy cOOOIIeHH, 38 HCKITIOYeHAEM PaOOTHHKOB, KOTOPBIM TaKHE CBEICHHUS
HEOOXOIUMEI JIIsl pabOoTHI.

2.7. Tlpm nepBoMm ypoBHe 3ammmeHHOCTH [I]] TOTIONHATENBHO K MEpaM, MNCpeHHCICHHBM
B myHKTax 2.4—2.6 Hacrosimero Ionoxenus, paboTonaTes:

e 0BeCIeunBacT ABTOMATHYECKYIO PETHCTPAIHIO B 2JIEKTPOHHOM Xy pHase Ge30MacHOCTH
M3MEHEHHS TTOJTHOMOYHI pabOTHUKOB IO J0IycKy K I1J[ B cucTeme;

e CO3JAET OT/IEN, OTBETCTBEHHEIH 3a GesomacHocTh I1]] B cucTeMe, MO0 BO3/IAraeT TaKyo
06513aHHOCTD Ha OJWH U3 CYIIECTBYIOIIUX OTAEIOB paboToaTels.

2.8. B mensx 3amuthl [1]] Ha GyMaXHBIX HOCHTENAX paboToaTeNb:

IPHKA30M Ha3HayaeT OTBETCTBEHHOTO 3a 00paboTKy T4

OTpPaHHYMBAET JOMYCK B IOMENICHHS, T/I€ XPaHsTCs JOKYMEHTBI, KOTOPBIC CONCPXKAT I
pabOTHHUKOB;

XPaHHT JJOKYMEHTSI, cogepxamue [1]] paboTHHKOB B mKadax, 3amHpaoNIUXCs Ha KITI0Y;
XPAHHUT TPYIOBBIE KHIXKH PAGOTHHKOB B Cefi(pe B OTAENE KaapOB.

2.9. B mensix obecriedeHUsT KOHPHUICHIMAIBHOCTH AOKYMEHTBI, COACPXKAIINE [T]T pabOTHHKOB,
0(bOPMIISIOTCS, BETYTCS M XPAHATCA TONBKO PabOTHHKAMHU OTAENA Kalapos, OyXralITepuy H
cImy>6BI OXpaHBI TPya paboToaaTeNs.
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2.10. Psforsmss oTIcI2 EaIpOB, OYXTAITEpHH M CIyKOBI OXpaHHl TpyJAa paboronarens,
Jonymesssas & 1] paSoTEEKOB, IOIMHCHIBAIOT 0053aTeNbCTBA O HEPasTIalleHAN IEPCOHATBHBIX
namEsx. B sporsssosm cay=ac 10 obpaboTku I1]] paboTHHKOB HE Oy CKAIOTCA.

2.11. Jomycs = soxymenTtaMm, coxepxammM Il paGOTHHKOB, BHYTPH OpPTaHM3AlMH
OCYmEecTERSSTCS Ha OCHOBAHHMH PerjlaMeHTa JOIycKa paboTHHKOB K 06paboTKe MepCOHaTbHBIX

JaHHEIX.

2.12. Tlepenasga [1]] mo 3ampocam TPETBMX JIMII, €CIIH Takas Iepeaada NpsMo HE MPETyCMOTPeHa
3ax0E0IaTe bCTBOM P®, OMyCcKaeTCs HCKIIOYUTENBHO C COTTIachs paboTHHKa Ha 06paboTKy ero
NepCOHATHHBIX JAaHHBIX B YaCTH MX IIPENOCTABJICHHS. WM COTJIACHA HA PACIpPOCTPaHCHHE
NIEPCOHATBHBIX JaHHBIX.

2.13. Tepenaua uadopmannu, conepxameit cenenns o [1]1 paGoTHHKOB, IO TenedoHy B CBS3H C
HEBO3MOKHOCTBIO HICHTH()MKAIMH JINIIA, 3aIIpalliBAIOMEr0o HH(OPMAIIHIO, 3aTIpemaeTCs.

3. l'apaHTHH KOH(PHAECHIHAJBHOCTH EPCOHATBHBIX IaHHBIX
3.1. Bce paGOTHHKH OpraHM3alyy, ocyInecTssomue 06pabotky I1]1, obs3aHb! XpaHATE TafHy 0
cBemeHUsX, conepskammx [1]1, B cooretcTBHH ¢ [TonoxeHreM, TpeOOBaHUSIMU 3aKOHOIATEIbCTBA

PO®.

3.2. PaboTHuK BIIpaBe TpeOGOBATh IOIHYIO HH(YOPMAIHMIO O CBOMX NEPCOHAIBHBIX TaHHBIX, 006 ux
06paboTKe, UCTIONIB30BAHNY U XPaHCHHH.

3.3. JIuia, BAHOBHBIC B HAPYIICHAH HOPM, PETYIHPYIOIIUX 0TydeHue, 06paboTky 1 3amuty [1/]

paGOTHHKOB, HECYT IUCLHIUIMHAPHYIO, aJIMMHMCTPATHBHYIO, TI'DAXIAHCKO-TIPABOBYIO HIIH
YTOJIOBHYIO OTBETCTBEHHOCTh B COOTBETCTBUHM C 3aKOHOIATEIECTBOM.

JTupexrop MBY IO CIII «4T3» r. Yenabuncka _~ IO.B. Momor



